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or those living in the United States,
the idea of eating an insect would
appear to be disgusting, vile, and even
unthinkable. However, for those living
in areas of the world suffering from
food security related problems, insect
consumption provides a feasible and
reliable form of sustenance.
It is important to recognize that
insect consumption is not a new idea.
In fact, in countries throughout Africa,
insects provide not only nutrition for
large parts of the population, but also
job opportunities for those who go
about catching and gathering them. For
example, in Cameroon, vendors sell
seasonally based insects on the street
often for a fairly cheap price. Not only
this, but local families forage in forests
and in grasses to collect insects to cook
and sell in the market. Furthermore,
around Lake Victoria, locals wait and
capture millions of African lake flies
during their monthly swarms – the
largest that occur on the planet. The
gathering of this food is hardly harmful
to the environment, and even provides
more protein than beef, chicken, and
other forms of sustenance.
However, the advantages to
consuming insects do not stop at their
protein content. Not only does insect
farming require fewer resources per
pound of production, it also provides
a way to dispose of some forms of
waste, as varieties of insects consume
them. Thus, although consumption of
insects may appear repulsive to some,
it is nonetheless perhaps the best
way to ensure global food security in
the foreseeable future. And, as a plus,
according to some bugs even taste like
chicken.
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n our everyday lives, Newton’s Laws of
Motion surround us in a pretty obvious
manner: objects stay in motion, forces are
products of masses and accelerations,
and for every action there is an equal
and opposite reaction. However, in a
recent experiment conducted by a
team of physicists from Washington
State University, our reality might be
flipped upside-down as a result of the
creation of ‘negative mass’. Generally,
when you push an object it accelerates
away from you; after all, that’s what
Newton’s second law says should occur.
However, according to Michael Forbes, a
WSU assistant professor of physics and
astronomy, “with negative mass, if you
push something it accelerates toward you.”
Within the past month, Forbes and his
colleagues were able to successfully cool
rubidium atoms to a fraction of a degree
above absolute zero through the usage
of precision lasers, creating what is often
referred to as a Bose-Einstein condensate.
After the atoms were chilled, they were
allowed to expand out of their container
at which point they were once again acted
on by lasers, altering their spin and giving
them the properties often associated
with negative mass. Now, although this
discovery considers negative mass on a
rather small scale, much room is left to
use this method to further understand
negative mass on a macroscopic scale,
perhaps even with neutron stars, black
holes, and dark energy. Who knows,
maybe the understanding of negative
mass will help us formulate a theory
unifying the forces of gravity with those
of the standard model. Regardless, it’s an
exciting time to be alive! .

ike oil and water, science and politics
tend not to mix well. As immiscible
entities, they can rest side by side, advise
in their own capacities, and coexist in some
sort of balance. But no one in their right
mind wants an oil spill. Well, no one other
than the current administration.
In its first hundred days, the Trump
White House has made clear its intent by
appointing a man who denied basic scientific
facts to the Environmental Protection
Agency. The EPA’s existence has come
under threat with the $2.4 billion proposed
budget cut and the removal of 25% of its
employees. While decreased regulations
are leading to an acceleration of the earth’s
impending fate, other sectors of science
are not safe either. The NIH faces a 20%
budget cut, which would preclude any new
grants distributed from one of the world’s
foremost medical research centers.
Although a growing anxiety is infecting
the scientific community, several political
vaccinations stand as steadfast obstacles
to the current administration. Written into
Obama’s legislation for environmental
protections are requirements that the laws
cannot be challenged without judicial
support. Ironically enough, most of these
cases will likely end up on Merrick Garland’s
desk, the unrealized Democratic nominee
for the Supreme Court. It is not difficult to
speculate on the direction those rulings.
While the courts play counter to
environmental deregulation, Congress
stands as immobile as ever on reducing
the budget for biomedical research. The
advancement of medicine is a strong
position for leadership in both parties. While
the proposed cuts steal headlines and make
graduate student stomachs churn, a big
stick stands little chance again a mountain.
Still, scientists should remain vigilant.
While small steps towards harm are better
than big steps, they are still harmful
nonetheless. An oil spill, no matter how
small, never bodes well.
Spring 2017
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n humanity’s relentless quest to
understanding whether or not we
are alone in the Universe, NASA and
European astronomers have recently
discovered seven potentially habitable
planets orbiting a stellar system 40 light
years away from Earth. With the help of
observations from both the ground and
Outer Space, these astronomers were
able to deduce the masses and orbital
periods of these planets, as well as the
general composition of these planets and
their host star.
With all of this information at hand,
astronomers can definitively say that
liquid water can exist on these planets’
surfaces. However, it is important to note
that planets that can hold liquid water on
its surface may not necessarily have water,
and therefore life similar to that found on
Earth. Instead, when astronomers say that
a planet is habitable, they are saying that
some of the components necessary for
life on Earth are present on these types of
planets. Other things to consider include
atmosphere and the total time water has
existed on that planet. There is geological
evidence that water has existed on Earth
for at least 4.37 billion years, so it may
be possible that a planet would need as
much or more time to form its own life
(with water present on its surface). In fact,
some forms of life may not even depend
on water; this is just something that is vital
to all life on Earth. As a result, though we
still do not know whether we are alone
in the Universe, the discovery of these
seven habitable planets has brought us a
little closer to finding the answer.
5

Letters From the
EIC & President
In the age of fake news and
alternative facts, I think
now more than ever it is
important to understand
why studying science is
perhaps the most important
thing in the world. Many
people are aware of the
various benefits of science,
ranging
from
medical
innovations to discoveries
about the origin of the
universe. In fact, during my
attendance of the March on Science in Washington,
D.C., I was able to witness why so many people love
science. People talked about how vaccines save lives,
sang about their loves for science, and even drew
inspiration from Hillary Clinton’s slogan, carrying
signs with arrows pointing to Earth saying “I’m with
her.” In a way I have seen nowhere else, people from
hundreds of different communities came together
with the common goal of supporting scientific
awareness.While many people at the march noted
how science has the power to save lives, I noticed
something a little different. In that moment, despite
the rain, people were drawn together from all over
the country by one thing: science. For me, this is one
of the most important parts of science: it functions
as a universal language through which people of
all backgrounds can come together with a common
understanding of the world.
However, one of the speakers noted that there are
several roadblocks in the way of science becoming
a universal language of understanding. As he put it,
one of the biggest dangers of the current way science
is presented is its accessibility to the general public.
Part of the reason I, along with many of my friends,
joined the Science Review is because I want help
make scientific writing not just readable by scientists.
I hope these articles will help you see how science
has the power change the world while simultaneously
being a fun, surprising, and even controversial field.
Sincerely,
Justin Whitehouse, Editor-in-Chief

Science
has
been
a
foundation
for
societies
throughout history. Generally
speaking, citizens in more
technologically
advanced
societies enjoy an improved
quality of life. Through
scientific progress, society has
been able to cure previously
untreatable illnesses and
even explore the depths of the
cosmos! In short, science that
has been conducted ethically
and responsibly has played a powerful and positive role
for humanity. However, it is not enough for society to
encourage scientific progress. We also need an educated
citizenry that is well-informed about science’s progress
and benefits. Otherwise, citizens will rightfully question
the importance of science. After all, at least in the United
States, a substantial amount of taxpayers’ money goes
toward funding scientific projects. Many of these projects
have immediate and long-term benefits to people around
the world, but without awareness of this research there
is a possibility that taxpayers will demand an end to
such funding. For this reason, scientific literacy is of
the utmost importance. When scientists can effectively
communicate the goals of their research to the general
public, we can avert this issue.
Since I joined the Columbia Science Review three years
ago, I have found that the need for scientific literacy,
understanding, and awareness has only increased. On
Earth Day 2017, I, along with many CSR members,
joined thousands of people of various professions in
cities throughout the US and the world to march in the
name of science. Some of the signs waved read “Science
not silence” and “Science saves lives.” It is incredibly
significant that such a large number of people came
together because it publicly validates the importance of
science. Despite science’s universal benefits, people must
still come to understand and trust science if it is to be
helpful to them. The March for Science was an important
time for the world to recognize that science plays a vital
role in our lives. And all of us at the Columbia Science
Review strive to improve scientific literacy to do just that.
Sincerely,
Richard Nederlander, President
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Evolution:
A Call to Disarm
We should be teaching
evolution, not atheism.
NICK SMITH
ILLUSTRATION BY NINA KUMAR

R

ecently, I had a conversation with a friend of
mine about creationism in the United States and
I explained to her that nearly half of the population
believes that God created people in their current
form no earlier than 10,000 years ago. My friend was
incredulous, so I went and found the 2014 Gallup poll
that I was talking about and wound up reinvestigating
how many people in the US held this belief and why
such a large portion of the population refused to accept
evolutionary theory. As an evolutionary biology major
at Columbia University, this issue tends to bring out
feelings of disbelief and anger, but while reacquainting
myself with what others had to say, my view underwent

8

a change. I began to feel that the outrage I had was not
as productive as I had once felt.
Most of the views I saw (such as this article from
The Atlantic and this one from Slate) discussed the
Gallup poll that I mentioned and went on to talk about
different aspects of this issue, but what stuck with me
after reading the articles was the very similar conclusion
that the authors came to. Their thought was that it is
basically impossible to teach evolution to people with
creationist views and that even making the effort was
a futile endeavor because most people are not going
to give up their belief in God and how the Earth was
created simply because someone says otherwise. Why

Columbia Science Review

is this the conclusion that many individuals have come
to? My belief is that we have alienated the creationist
community through the way that we discuss these
issues.
Well known proponents of the theory of evolution,
such as Richard Dawkins, have taken up a tactic
that ends up being extremely patronizing and, often
times, directly attacks the very nature of someone’s
religious beliefs. Dawkins even has a book with the
title of The God Delusion. He often discusses the fact
that evolution does not always result in traits that are
beneficial to the organism. A classic example of this is
the fact that the placement of the optic disc in our eyes
causes a blind spot in our vision. Dawkins then uses
this notion to support his views that God does not exist
because he thinks that the erratic nature of evolution
proves that man is not of a divine origin. I am just as
much of an atheist as Dawkins is, but I think that by
mentioning his atheism in the same vein as evolution,
he is causing just as much discord as anyone in the
creationist movement.
My point here is that we should be teaching
evolution, not atheism. Although atheists do not have a
belief in a god, the conversation still falls into the realm
of religion. I understand that someone that is willing to
turn a blind eye to scientific evidence is, at the very
least, a concern, but we have to find ways to come to the
table on this issue. At its core, evolution is a biological
process that changes organisms over time and explains
variation in the world. It does not necessarily have to
be used as an argument for or against God. We teach
other scientific theories without a religious or atheistic
tone – for example, that all matter in the universe is
made up of atoms and that all living things on Earth
are made up of cells. We should be able to explain the
process of evolution in a similar way.
A possible way of doing this could be to start teaching
evolutionary theory in grade schools, which is an idea
that the UK adopted in 2014 and put into practice for
the first time in September, 2015. Without the science
of chromosomes or genes, year six students (ages 1011) are taught three basic premises:
• recognize that living things have changed over
time and that fossils provide information about living
things that inhabited the Earth millions of years ago
• recognize that living things produce offspring of
the same kind, but normally offspring vary and are not
identical to their parents
• identify how animals and plants are adapted to suit
their environment in different ways and that adaptation
may lead to evolution
Obviously, the first tenet listed that says fossils
lived millions of years ago causes an issue with the
creationist community because their belief is that God

created the Earth 10,000 years ago, but the following
two are concepts that are simple enough for children
to understand and see in the natural world.
In the United States the issue of evolution is not quite
so simple because school curriculums are not federally
mandated and vary from state to state. However, in 2013
the Next Generation Science Standards (NGSS) were
developed and published by Achieve, an organization
supporting better education in the US, and 26 state
partners. The NGSS was based off of the Framework
for K-12 Education, published in 2011 by the National
Research Council, which aimed to set standards in the
sciences for K-12 education in the US and has input
from many researchers across the country. As of today,
only 18 states have adopted the NGSS, with Hawaii
having accepted the standards in February, 2016.
Primary school education on evolution from the
NGSS does not differ much from the British standards,
with the exception that it is taught at multiple grade
levels, and not just in the British equivalent of grade
three. The NGSS uses a two pronged approach,
heredity being one topic and biological evolution
being another, with six subtopics making up the larger
two: inheritance of traits, variation of traits, evidence
of common ancestry, natural selection, adaptation,
and biodiversity and humans. These same tenets are
taught again in grades eight and twelve, with the only
exception being that the concept of natural selection is
not instructed to second graders.
This leaves me with three questions: How do we
teach that the evolutionary process is slow and that,
like geology, it takes millions of years for big changes
to happen without challenging someone’s religion?
How do we get this kind of curriculum to young
students without it looking as though we are trying
to subvert parents’ religious beliefs? Can we engage
the conversation of religion only to put a disclaimer
on the fact that we just want to teach the process of
evolution and the observations that brought us to this
way of thinking?
These are questions that I do not have the answers
to and that I will not be able to answer alone. In fact,
none of these questions will even matter if we keep
using evolution as the soap box on which to stand
and shout to the roof tops that God does not exist.
The scientific community in the United States cannot
simply ignore nearly half of the population and expect
to spread their wealth of knowledge. So let us engage
with everyone, let us work together to find ways of
explaining evolution so that everyone can understand,
let us give up our condescension! Together, I know that
we can open our minds, as well as our arms, to spread
a scientific topic that we love so much and welcome
more people into our community. !
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The Bohr-Einstein Debates

N

iels Bohr and Albert Einstein were two giant figures
of 20th century physics, both having left behind remarkable scientific legacies that continue to inspire new
generations of physicists. While many know Einstein for
his theory of relativity, less are aware of his contributions
to the old quantum theory. In particular, Einstein’s elucidation of the photoelectric effect, with the idea that light
is transmitted in corpuscles called photons, led to his Nobel Prize in 1921.
With his characteristic insight, Einstein further showed
how fluctuations in electromagnetic radiation at thermal
equilibrium suggests that light possesses a discrete, particle nature in addition to its wave-like characteristics, further reinforcing the wave-particle duality of matter, which
is at the heart of quantum theory.
But despite having originally championed quantum
theory, Einstein became opposed to quantum mechanics
when it began to take on its modern form in the late 1920s.
Einstein found the philosophical implications of quantum
mechanics difficult to reconcile with objective realism,
which he argued as being essential to the scientific method.
Bohr, on the other hand, embraced quantum strange10

KON HUNN LEUNG
ILLUSTRATION BY JENNIFER FAN

ness fully. He is most famous for his ‘trilogy’, three papers
putting forth his radical model of the atom, which won
him the Nobel Prize in 1922, a year after Einstein.
Together with Werner Heisenberg, Bohr gave the Copenhagen interpretation of quantum mechanics, anchored by the complementarity principle from which
wave-particle duality naturally followed. Bohr thought
that science was what could be said about a given experiment. According to Bohr, the stark contrast of quantum
phenomena with our common-sense intuition can be attributed to the inadequacy of our classical concepts, and
our lack of language for an unambiguous description of
nature at the atomic scale.
In this article, we will revisit the famous debates between
Bohr and Einstein on quantum mechanics, from the Solvay conferences to the Einstein-Podolsky-Rosen (EPR) paper in 1935, in a manner accessible to a general audience.
THE SOLVAY CONFERENCES
consequence of complementarity is that there will be
pairs of physical variables describing an object, such
as position and momentum or energy and time, which

A
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cannot be simultaneously determined. This is known as the uncertainty in the energy exchanged during the event.
the Heisenberg uncertainty principle. A good analogy
In essence, Einstein considered a box containing a
is to imagine a camera focusing on two planes placed single photon, and a clock which controlled the opening
before it, one farther away from the other. Focusing on and closing of a shutter that allowed the photon to esthe further plane would result in the loss of focus on the cape precisely at a given time, illustrated in Fig. 2. The recloser plane, and vice-versa. But unlike the camera, the lease of a single photon would make the box slightly less
uncertainty principle is a fundamental epistemic limita- heavy, so by weighing the box on a spring scale, one can
tion, and is not contingent on how well measuring de- deduce the mass of the photon exactly and calculate its
vices are made.
energy from Einstein’s famous mass-energy equivalence
In the 1927 Solvay conference on quantum theory, (E = mc2). This was in direct contradiction with the unwhere leading physicists had gathered, Einstein launched certainty principle.
his first major criticism on the nascent theory. It had been
Rosenfeld, who would later become Bohr’s assistant,
postulated by Louis de Broglie, three years earlier, that recounted: “It was quite a shock for Bohr; he did not see
matter such as electrons also have a wave-like nature. the solution at once… I shall never forget the vision of the
This means that electrons in a double-slit experiment (see two antagonists leaving the club: Einstein a tall majestic
Fig. 1), behaving just like water waves, will show fringes figure, walking quietly, with a somewhat ironical smile,
(a series of bright and dark stripes) on a screen placed at and Bohr trotting near him, very excited. The next mornthe opposite end; the brighter the stripe, the more likely ing came Bohr’s triumph and the salvation of physics...”
it is that an electron can be found at that point on the
Bohr’s counter-argument is subtle, and the reader is
screen. If a measurement is made to determine which slit urged to spare a moment of careful thought. Firstly, in usthe electron passed through, then the electrons will switch ing the spring scale, any measurement of the box’s elevato behave like billiard balls and the fringes on the screen tion would be subjected to the position-momentum unwill disappear. This did not trouble Bohr, since to him and certainty principle. The photon’s mass could be deduced
his contemporaries, the wave-like nature of the electron by bringing the box back to its initial elevation with small
manifesting in the former
hanging weights, and the
“I
shall
never
forget
the
vision
of
the
two
case and the particle-like
accuracy doing so is equal
antagonists leaving the club...”
nature in the latter case are
to the mass of the smallest
said to be complementary.
hanging weight. However,
Einstein pointed out a conundrum. Imagine now that in order for the hanging weights to noticeably change the
electrons are successively fired towards the slits, one at a elevation, the impulse imparted to the box by the smallest
time, and an image gradually builds up on the screen. The weight due to gravity, in the time taken for the weighing
partition experiences a recoil as an electron (imagined of the box, must be greater than the inherent uncertainty
here as a billiard ball) bounces off either of the slits. By in momentum due to the position measurement of the
observing the direction of the recoil, we could deduce box. Secondly, the rate of time-keeping of the clock is
which slit that electron had passed through. However, if not the same at different heights under the influence of
that were possible, then there would be no logical man- gravity. This is an effect of Einstein’s own general theory
ner in which the fringes could arise without resorting to of relativity called gravitational time-dilation. Thus, the
paradoxical ideas such as the electron being influenced uncertainty in the box’s elevation can be related to the
by the slit through which it did not pass, for the same uncertainty in the moment in time when the photon was
reason that you cannot blame your tummy ache on the released. Ultimately, the uncertainty principle remains irpancakes which you never ate.
refutable despite all efforts by Einstein to disprove it.
Bohr responded that the momentum of the partition
needs to be sufficiently determined to a minimum accuQUANTUM POWERED PSYCHICS
instein would later modify the thought experiment
racy for the argument to work, so the positions of the slits
involving the photon box such that the photon is
must correspondingly be uncertain according to the uncertainty principle. Miraculously, at best the uncertainty reflected back to the box by a mirror. When the phoin slit positions is enough to smear out the fringes to give ton is far enough from the box, no action made at the
a continuous appearance consistent with the electrons box can affect the photon while it is mid-flight. This is
according to Einstein’s theory of relativity, which poshaving only passed through one particular slit at a time.
The next time Bohr and Einstein would meet was at the tulates that no causal signal can be transmitted faster
Sixth Solvay Conference in 1930. This time, Einstein’s crit- than the speed of light. There is a free choice whether
icism would be directed at the energy-time uncertainty to measure the energy content of the box and thereby
relation. The uncertainties may be interpreted as the un- determine the energy of the returning photon, or meacertainty in the moment in time of a physical event, and sure the time of the photon’s release and predict the

E
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time of its return, but not both simultaneously. Einstein argued that this meant we have to assign two
different quantum states to the same physical reality.
But a quantum mechanical representation of the photon cannot involve both a precise state of energy and a
well-defined state in time. Einstein concluded that there
must be some “hidden variables” carried by the photon
which quantum theory did not take into account that
would otherwise give an unambiguous representation of
the photon.

Ultimately, the uncertainty principle
remains irrefutable despite all efforts by
Einstein to disprove it.

measurement outcomes from the particles are always
correlated no matter how far apart they are, the states of
the particles must have been pre-determined and fixed
at the time of their creation. On the other hand, quantum mechanics defines the quantum state as encoding
everything we can know about the particles, but yet it
can only at best predict the probabilities of measurement
outcomes. Einstein thus concludes that the quantum mechanical description cannot be complete.
Bohr immediately pointed out that the essence of the
EPR argumentation was in principle contained in the
thought experiments involving the photon box as well
as the double slit, and that there was no need to involve
entangled particles. Moreover, Bohr stressed that any experimental arrangements for measuring complementary
variables are mutually exclusive with one another. That
is, what seemed to Einstein as one unique physical reality for the photon released by the box was in fact the
outcome of two different experiments which cannot simultaneously be performed.

Pursuing this line of thought, in a joint paper published
in 1935 titled “Can Quantum-Mechanical Description
of Physical Reality Be Considered Complete?”, Einstein,
and his collaborators Boris Podolsky and Nathan Rosen,
laid out a series of arguments to reach a negative conclusion at the title. This became known as the “EPR paradox,” and the machinery behind such a paradox was
EPILOGUE
given the name quantum entanglement.
ohr’s counter response was not immediately appreFamously, in a letter to Max Born, Einstein light-heartciated, in part due to his famously abstruse writing
edly referred to entanglement as “spooky actions at a dis- style. Over the years, the consensus formed amongst
tance.” It is not difficult to see why Einstein was so dis- physicists is that while Bohr was technically correct, Einturbed. We say a pair of particles are entangled with one stein had raised profound questions on the interpretaanother if they cannot be considered separately but must tion of quantum mechanics. With the aim of devising a
be thought of together as a single entity. Let us imagine quantitative resolution to the “EPR paradox,” John Bell
that we split up these particles among two observers, Al- in 1964 derived his now famous theorem, which a series
ice and Bob, and they travel to the opposite ends of the of remarkable experiments by Alain Aspect, Anton Zeiluniverse to make a pre-arranged measurement on their inger, and John Clauser have now proved true: Any “hidown particle. Individually, Alice and Bob’s measurement den variable” theory free from actions at a distance canoutcomes will appear random from their own point of not reproduce all the predictions of quantum mechanics.
view. However, when they are allowed to communicate This came as a complete shock to many physicists then
their outcomes on their cellphones, they will find that who had shared Einstein’s view and saw quantum mechanics as a mere calculation tool rather than a picture
their outcomes are correlated.
of nature. Thus, the
Correlation is an
intuitive
everyday
While Bohr was technically correct, Einstein had “EPR paradox” is in
fact not a real paradox
concept. Suppose you
raised profound questions on the interpretation of but a complaint.
were told that inside
quantum mechanics.
In retrospect, the
a box was a matching
fact that their debates
pair of gloves. If you
reached in blind-folded and picked up a right-handed could be refined into exciting new ideas is a testament
glove, you know for sure that the other glove has to be to the scientific prowess of Bohr and Einstein. We now
left-handed. But the situation with entanglement is more view entanglement as a resource in quantum informalike this: Alice and Bob were each given their own box tion processing, and protocols where entanglement has
containing a pair of gloves and made to sit in separate proven useful include the teleportation and cryptography
rooms blind-folded, but yet without fail they always pick of quantum information, offering an alternative to curoppositely handed gloves from their boxes. This is the rent communication standards. Having only scratched
central mystery: How could they have conspired without the tip of the iceberg, we expect the Bohr-Einstein debates to teach us even more as we begin to harness the
being psychics?
The EPR argument was the following: Consider the peculiar effects of quantum mechanics for the technolopair of entangled particles. On the one hand, since the gies of tomorrow. !
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Advancing Treatments for Bone Defects

T

oday’s aging world demands for more effective bone
tissue repair treatment as the number of patients with
bone defects steadily rises. Research on the treatment
of bone defects, despite its low publicity, is vital since
bone tissue repair serves many patients. In the United
States alone, more than 1.5 million surgical procedures
on bone fractures and defects are performed each year.
Despite their prevalence and high cost, few successful
clinical treatments for large-scale bone tissue repair are
available today. 12% of bone implants worldwide must
be replaced within 10 years, and the cost of replacing
failed implants is estimated to reach $2 billion a year by
2030. There is a pressing need to develop more effective
methods of bone repair and reconstruction.
Currently, the standard method for treating bone
defects is bone transplantation. In this process, bone
grafts, pieces of living tissue, are implanted onto the site

of the defect. Most bone transplantations use bone grafts
extracted from a remote site on the patient’s body. Bone
grafts imitate the physical environment in which bone
cells can reside, encouraging new bone growth. A less
prevalent method is the engraftment of bone cells from
cadavers after processing the tissue to minimize disease
transmission and immune rejection. Not only does this
involve a significant amount of pain, but also there is
the risk that not enough bone can be extracted or made
available. Furthermore, the vacant hole left behind
at the site of the extraction may result in mechanical
weakening of the bone. Meanwhile, allografts carry a
risk of disease transmission or immune rejection.
And even if the necessary amount of bone is
available, successful integration of the bone graft
into the natural bone is not guaranteed, presenting
yet another challenge. The difficulties presented by
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bone transplantation have led bioengineers to try and
create artificial bone grafts that are more efficient at
repopulating portions of bone with freshly grown bone
cells rather than relying on natural bone grafts. Tissue
engineering can be used to create scaffolds—artificial
structures capable of supporting three-dimensional
tissue formation—which form the basis of artificial
bone grafts. Bone takes on a spongy appearance and
has countless pores and channels of varying sizes
throughout its structure. Mimicking the shapes and
sizes of these small cavities are crucial in successfully
replacing natural grafts. Without the capability to
accurately mimic natural bone structure, artificial
scaffolds are unable to facilitate proper bone healing.
Clearly, there is a high barrier to overcome in creating
artificial bone grafts. The ideal bone graft substitute
must be biocompatible, structurally similar to natural
bone, easy to use, and cost-effective. Fortunately, a
growing number of bone alternatives are commercially
available for orthopedic applications.

Tissue engineering can be used to
create scaffolds—artificial structures
capable of supporting three-dimensional
tissue formation—which form the
basis of bone grafts.
Several biomaterials are presently available to be
used as bone substitutes or scaffolds. Calcium ceramics,
which are derived from hardened clay, demineralized
bone matrix (DBM), which is the “frame” of the bone
when the calcium is removed, and bone marrow are
but a few examples. These biomaterials do have several
limitations—for example, ceramic can be brittle, DBM
has weak mechanical strength, and bone marrow
lacks structural strength—but a composite of ceramic,
DBM, and bone marrow has proven to create effective
artificial bone grafts that have the critical regenerative
properties of bone cell uptake. That way, the resulting
artificial bone graft can successfully be used in bone
transplantations, which is already a technique approved
as a treatment solution for human patients.
Another alternative to bone transplantation is bone
tissue regeneration through the use of bioactive materials
that stimulates the bone to repair itself. This method is
based on regenerative medicine, an interdisciplinary
branch of tissue engineering and molecular biology
that deals with the process of replacing or regenerating
human cells and tissue to re-establish normal function.
This field holds the promise of natural wound healing,
through which the body’s own mechanisms are
mobilized to repair damaged tissues and organs.
Artificial scaffolds created using tissue engineering
14

technology are implanted with growth factors that
induce bone tissue regeneration, resulting in new,
patient-produced bone just like the natural tissue.
Typically, these growth factors are platelet-derived
growth factor (PDGF) and bone morphogenetic protein 2
(BMP-2). These biomolecules are naturally produced by
the body after a bone injury, and they facilitate healing
by drawing cells that can produce new bone and form
the bone’s support structures, such as blood vessels,
to the site of injury. Initially, an influx of PDGF draws
the cells responsible for forming new tissue, supportive
vascular structures, and bone to the site of injury. The
subsequent release of BMP-2 induces some of these
immature cells to become osteoblasts. The combination
of the two growth factors results in a newly created layer
of bone. Unfortunately, the implanted growth factors
are released too quickly from the artificial scaffolds
after transplantation. This premature overflow of growth
factors results in an incomplete regeneration of bone
cells, rendering the artificial scaffolds ineffective to
facilitate bone tissue regeneration.
Recently, a team of chemical engineers in Dr.
Paula Hammond’s laboratory at MIT have used
nanotechnology to develop a new approach called layerby-layer assembly. This process addresses the problem
of growth factors being released from the artificial
scaffold too rapidly. They created a very thin, porous
scaffold sheet, which was then coated with multiple 0.1
millimeter-thick nanolayers of PDGF and BMP-2. First,
the scaffold was coated with forty nanolayers of BMP-2,
and then with forty layers of PDGF in a process called
“nanocoating”. As the top layers broke down after atient
transplantation, PDGF was incrementally released first,
with BMP-2 being released more slowly over time. By
coating the scaffold with many layers of growth factors,
rather than simply implanting or infusing the growth
factors into the scaffold, the MIT team succeeded in
controlling and slowing the rate at which the growth
factors were released.

This field holds the promise of
natural wound healing, through
which the body’s own mehcanisms
are mobilized to repair damaged
tissues and organs.
In the best case, a newly developed technology
can fit itself to a wide variety of uses. Layer-by-layer
nanocoating is such a technology. For instance, it can
also be used to create a bone ‘superglue’ to attach
implants to natural bone. Doing this requires only
slight modifications to the nanocoating process used
to stimulate bone tissue regeneration. To create the
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superglue, an artificial scaffold, just like the one that
Hammond and her team started with, is first coated
with a ceramic that mimics bone. Then it is coated with
repeating layers of BMP-2, which induces immature
cells to transform into mature, bone cells. Next, the
ceramic coating is also attached to the implant. The
ceramic coating, which mimic the chemical properties
of bone surfaces, trick the immature bone cells and
attract them to the coated surfaces. As BMP-2 is
subsequently released, it stimulates the cells gathered
on the ceramic surface to become new bone cells,
bonding the implant to the natural bone. The resulting
bond is so strong that, under stress, the natural bone
is likely to fracture before the implant attachment
gives way. This bone superglue represents a significant
improvement over the currently- used bone cement
polymer, which can fragment or loosen over time.
Not only can layer-by-layer technology be used to
regenerate significant portions of injured bone, but it
can also be used to integrate implants into patients
whose bone defects cannot be fully recovered.
At first glance, the Hammond laboratory’s discovery
does not appear to be momentous. Nevertheless, their
project was built upon the complex technologies used
for the creation of artificial bone grafts. The thin scaffold
sheet was created using 3D printing technology and
incorporated into already accumulated knowledge

about tissue engineering and artificial scaffolds. The
effects of bone growth factors, as well as the optimum
order and timing for the release of these biomolecules,
were well established by previous research on bone
tissue regeneration.

The resulting bone is so strong that,
under stress, the natural bone is likely to
fracture before the implant attachment
gives way.
Today’s bone defect treatment methods, which are
responsible for assisting countless patients, are in dire
need of technical improvement. Dr. Hammond and her
team at MIT, however, have drawn upon biology and
engineering to develop a creative and more effective
solution to today’s bone defect cases. Despite the muted
fanfare of her discovery, its implications for healthcare
are monumental. Science advances in fits and starts.
Although the exponential surges forward receive the
most attention, the value of steady advancements
cannot be discounted. Just as impossibly thin layers of
nanocoating build upon each other to bring about an
exceptional result, scientific advancements build upon
those that came before in the continual progress of
knowledge and technology. !
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Examining
Biodiversity:

Hybridization,
Migration, and
Conservation

KLEVISA KOVACI
ILLUSTRATION BY NATALIE SAYEGH

A

commonly held belief is that migration of species
endangers biodiversity; through hybridization,
ecological mechanisms, and demographic similarities,
nonindigenous species homogenize indigenous
populations, and sometimes lead to species extinction.
The main ecological mechanisms associated with species
migration that are believed to endanger biodiversity
are displacement, competition, and predation.
However, a closer critiquing of current definitions of
biodiversity, morphology and molecular tools, effects of
hybridization, ecosystem interactions, and conservation
methods reveal that hybridization and migration do not
necessarily threaten biodiversity.
Biodiversity or “variety of life,” is often described
in terms of numbers of known species. This definition
implies that biodiversity is simply a collection of species,
numbers of taxa and species recorded by humans. In
conservation, scientists also use these statistics to
geographically map and illustrate biodiversity. However,
such statistics of number of species do not show the
array of biodiversity phenomena that encompass
evolution, extinction, diversification, homogenization,
and adaptability of species, among others.
In defining biodiversity as number of species, scientists
claim that ecosystems experience either a gain or a loss
of biodiversity, the latter of which is detrimental to the
environment. Yet, evolutionarily, biodiversity seems to
naturally ebb and flow with simultaneous proliferation
of certain species and disappearance of others. Instead
of having more or less biodiversity, simply changes to the
variety and compositions of existing and non-existing
species.
1. Determining Biodiversity: Morphology, Genetics,
and Phylogeny
Mainstream biologists depict biodiversity by
separating species into categories and classifications
(taxonomy), such as kingdom, phylum, and class down
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to the most specific concept of species. The rule of
thumb for defining particular species is that they must
be able to reproduce fertile offspring. With the vast types
of existing organisms, it is possible to map biodiversity
through reconstructing phylogenetic relationships, like
with Charles Darwin’s “tree of life,” which illustrates the
links between different species, lineages, and evolution.
But using morphology as the only means of identifying
species is inadequate; there are too many physical
variations of the same species so that it becomes difficult
to know whether different-looking species are variants
of one species or separate species altogether, as in the
instance of mussels.
For this reason, molecular tools most accurately
determine phylogeny. This includes diagnostic nuclear
markers and mitochondrial DNA markers to find
evidence of separate species, as in the case of crayfish
or centipedes. Using such genetic information, scientists
can then map “genetic distances” between species.
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Thus, piecing together a phylogenetic tree can be done at
the genetic and molecular level by combining taxonomy
and genetic information and tools.
Species with closer phylogenetic distances are more
likely to hybridize or breed with each other. Furthermore,
Perry writes, “if hybridization is more likely between
closely related species, systematics may provide the key
to predicting the potential for hybridization.” This is a
bold, if not groundbreaking, statement; if researchers
can predict hybridization and breeding patterns using
phylogenetic trees, then it would become possible to
anticipate new lineages from hybridization of closely
related species! The insight in Perry’s idea is that
hybridization forecasting based on phylogeny may
predict future possibilities for evolution.
2. Hybridization: A Threat or Boon for Biodiversity?
Hybridization is “the combination of evolutionary
divergent gene pools (e.g. populations, ecotypes, or

species).” Contrary to popular belief, it is sometimes
possible for different species to breed and yield fertile
offspring, as has been shown by the geep (hybrid of goat
and sheep) and the polar bear-grizzly bear hybrid . Even
aquatic species separated by over 2.5 million years may
mate and produce fertile individuals. But some view
hybridization as a threat to biodiversity. Through this
phenomenon, a non-native species can “genetically
swamp” the endemic resident populations and lead to
loss of genetic diversity, as in the hybridization between
rainbow and cutthroat trout. This fear shows a preference
for maintaining genetically pure subspecies and avoiding
species intermix.
However, hybridization may actually lead to changes
that contribute to biodiversity through creation of new
species. While it has consequences for some individuals
and populations, hybridization is part of the vast
interactions between the arrays of different species,
which all constitute biodiversity. As Brennan writes,
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“Hybridization generates novel interactions from genetic
to ecosystem levels and triggers a range of interacting
processes leading to multiple ecological and evolutionary
outcomes.” Hybrid speciation, in which new types of
species are formed from two different species, is a key
illustration of this. While mainly observed in plants,
this phenomenon occurs more often than first believed,
even in animals, and as such it may play a larger role in
evolution altogether.
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located in the bottom of lakes. This chain of events may
eventually lead to reduced fish populations.
These examples demonstrate that in certain cases,
migration can have negative side effects - not necessarily
through hybridization, but through elimination of several
significant, similar species due to ecosystem changes.

3. Migration
Some argue that geographical isolation preserves
biodiversity by preserving a certain species within a
particular ecosystem, similar to the finches and iguanas
that Darwin found on the Galapagos Islands. On one
hand, this can lead to speciation. Yet, another possibility
is that geographical isolation and lack of migration
can maintain the same gene pool with little genetic
variations. This is especially so in the cases of genetic
drifts, bottleneck effects, and “founder effect,” all
phenomena where small isolated populations converge
in gene traits, and genetic diversity inside a population
is reduced. In fact, in humans, such genetic isolation of
groups can lead to interbreeding, reduced shrinking gene
pool, and consequently prevalence of certain diseases
like Huntington Disease within particular groups.
On the other hand, migration from one group to
another leads to less distinction between the two
groups as the types of species found in only one begin
to appear in both. But migration also causes more
distinction within each group because it expands the
genetic pool inside each population due to the inflow of
genes from previously outside species. Contrary to the
claim that migration harms biodiversity, it can actually
create a different kind of diversity than there was before,
especially for species with limited migrating abilities.

5. Conservation and Management for Biodiversity
In order to prevent the reduction of certain populations,
conservation today aims “to maintain current biodiversity
and the conditions and processes that supports it.” Some
conservation efforts include relocation of the endangered
species to other areas, and creation of artificial zones for
them to breed in. However, we must question whether
the purpose of isolating the species is to preserve it as an
end in itself, or to preserve it so that it may evolve and
engage further with its ecosystem in the future. The latter
encourages dynamic evolution, while the prior suspends
biodiversity in its current state with little prospect for it
to engage in evolution.
Finally, people biasedly conserve species according
to a hierarchy based on humans’ social, economic, and
moral preferences for certain animals. For example,
conservationists protect animals that are physically and
genetically closest to humans (like mammals) and those
of economic interest, such as fish, for consumption. The
US Federal list prioritizes mammals, reptiles and birds
for protection by the Endangered Species Protection Act,
but not those species considered ‘less important’ by the
general human - even when NGOs publicize that other
species are most in danger of extinction (amphibians,
crayfish, etc.). Likewise, insects are rarely considered
for conservation. There is a dangerous human tendency
to create hierarchies between different kinds of species
and protect and preserve the ones that we deem most
significant to us.

4. Ecosystem and Interactions Amongst Species
Migrating species often compete with native species,
altering patterns of biodiversity. New, or “invasive
species,” upon entering a new ecosystem, occupy a niche
that belongs to a native species, and may outperform the
native species in surviving and reproducing, as the zebra
mussel outcompetes native mussels in North America.
Invasive species may also parasitize native ones. An
example of this is when the zebra mussels attach to hard
substrata, including other unionoids’ shells. Predation
occurs as well. For instance, larger invasive brook and
brown trout prey on native young cutthroat trout.
Moreover, some species function as keystone species,
and have implications for their entire ecosystem. For
example, changes in crayfish community composition
can alter the invertebrate populations, which in turn
affect biomass and productivity in algae and macrophyte

This article critiques commonly held-beliefs on
biodiversity through analyzing the concept of biodiversity
and various possible effects of hybridization, migration,
ecosystem interactions, and conservation efforts. The
definition of biodiversity as a number of species does
not encompass its true richness. However, phylogenic
trees and molecular tools prove useful in capturing
relationships between species, beyond morphology.
Interactions like hybridization and migration inevitably
alter ecosystem interactions, but can also lead to greater
biodiversity. On the other hand, in the cases of threats
to biodiversity, conservation efforts of species reveal a
human bias for preserving certain kinds of species over
others. Taking into account these complex interactions
and effects allows for greater insight into conservation
as it affects biodiversity, and fuller appreciation of the
richness of biodiversity. !
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A Holistic Exploration of the Facets
of String Theory

Sherin S. Shibu
Illustration by Claire Huang

T

he idea of a theory uniting all physical phenomena,
ranging from gravity to subatomic particles, has
intrigued leading physicists for about a century and
continues to come under scrutiny for its implications in
the field of theoretical physics and the world at large. I
first heard of string theory when it was briefly pointed
out in a lecture as a possible solution that helped explain
all facets of our universe; the fact that it suggested the
existence of more than three dimensions sparked my
interest beyond that lecture. My purpose is to clear up
any misconceptions surrounding the theory, address
counterarguments promoted by skeptics, and point out
unusual ideas or explorations that have stemmed from it.
Existing conjectures and sub-theories will be presented
in such a manner that the reader will better understand
string theory as a whole.
String theory attempts to provide a complete
understanding of the universe on a macro and micro
scale by uniting the two fundamental pillars of physics:
general relativity and quantum mechanics. While
general relativity defines gravity in terms of space and
time, quantum mechanics focuses on the tiny world
of subatomic particles. The discrepancies between the
two theories when concomitantly applied demand an
alternate explanation; in particular, the properties of
black holes, which require simultaneous consideration
of both quantum mechanics and general relativity, pose
a problem. In addition, according to Brian Greene’s The
Elegant Universe, there are three other main conflicts
in theoretical physics: (1) the motion of light in space,
which was resolved through Einstein’s theory of special
relativity that asserts there is no influence or form of
matter that can travel faster than the speed of light, (2)
Newton’s universal theory of gravitation, which claimed
that the effects of gravity travelled instantaneously,
paradoxically rendering it faster than the speed of light

String theory attempts to provide a
complete understanding of the universe
on a macro and micro scale by uniting
the two fundamental pillars of physics.
(this was eventually resolved through general relativity,
which Einstein proposed in 1915), and (3) the conflict
between quantum mechanics and general relativity,
which involves differing perceptions of the universe:

“the gently curving geometrical form of space emerging
from general relativity is at loggerheads with the frantic,
rolling, microscopic behavior of the universe implied by
quantum mechanics.”

Asking what strings are composed of is
akin to asking a linguist what letters are
made of.
The search for a theory that tied all the above ideas
together began in the early twentieth century. In fact,
there was an early version of string theory, called a
unified theory, independently proposed by Theodor
Kaluza and Oskar Klein in 1921, that centered on
another force known at the time that Einstein had not
concerned himself with: electromagnetism. These
scientists were able to establish a mathematical link that
derived electromagnetism from gravity. The 1970s saw
a resurgence in interest in a theory of everything with
the birth of what we know today as superstring theory.
Superstring theory provides a theoretical foundation to
the most miniscule aspects of our universe, the basic
building blocks that constitute everything. Instead of
point-like particles, one-dimensional filaments called
strings, which are similar to infinitely small rubber
bands, vibrate through space and interact with each
other. We see these strings as point-like with our most
advanced instrumentation because of their minute
nature; each string is only as long as the Planck length,
a hundred billion billion times smaller than the atomic
nucleus. I was surprised at the answer to a question that
had lingered in my mind since I first heard of the theory:
what exactly are these strings made of? I personally
imagine the universe as an infinite progression of layers,
and strings as merely another level we’re just beginning
to explore, which is synonymous with Brian Green’s
“peeling of layers” idea. A second accepted outlook is
that strings are fundamental in the same sense that letters
are the basic unit of constructing language; asking what
strings are composed of is akin to asking a linguist what
letters are made of.
String theory makes no predictions of any forthcoming
events or verifiable outcomes; thus some skepticism
towards the theory is not without merit and is even
experienced by intellectuals well-versed in the field.
Peter Woit, a mathematics lecturer at Columbia who
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studied theoretical physics during the “first superstring
revolution” in 1984, takes this approach from a
mathematical sense in his book whose title begins with
Not Even Wrong as a tribute to a physicist who answered
“not even wrong” to ideas that were too silly to fall in
the realm of scientific right and wrong; instead, ideas
that were worthy of classification had to be determined
through concrete validation of hypotheses. Woit asserts
there is no actual backing of the veracity of string theory,
which is at odds with Fuchs and Kroyter’s recent article,
On the Validity of the Solution of String Field Theory.
The article analyzed one possible interpretation of
the existing string theory and concluded that our preexisting physical equations are in accordance with it.
This of course does not concretely validate string theory,
but it lends itself to a more complex understanding of
the structure.
String theory connects to a broader focus in relation
to the world at large by invoking the idea of intelligent
design in so intricate of a universe. For example, in
Leonard Susskind’s book Discussion of String Theory
and the Illusion of Intelligent Design, this correlation
is directly addressed through the Anthropic Principle,
which Susskind labels as Darwin’s theory for physicists.
It states that the world was fashioned to allow life to
form so we can observe it: “Despite the protestations
of physicists that the laws of elementary particles are
elegant, the empirical evidence points much more
convincingly to a Rube Goldberg machine than with a
unique consequence of mathematical symmetry.” This
explanation has caused a divide within the theoretical
physics community, which has sometimes led to the
absence of scientific backing from the field in my eyes:
physicists are just as prone to conflict as the rest of us
and quite a few unresolved problems in physics remain
to be explored. One side of the table argues that mere
chance allowed for the precise alignment of the laws of
the universe that eventually led to human life, and the
other looks to the Anthropic Principle.

Physicists are just as prone to conflict as
the rest of us and quite a few unresolved
problems in physics remain to be
explored.
Another thought-provoking article exploring an
unusual application of the theory is Dr. Samir Mathur’s
2016 article exploring the prevention of gravitational
collapse of microstates of string theory, called fuzzballs,
in black holes. Intuition leads us to believe that
positive energy density pulls matter in or collapses
it into a black hole, but this turns out to be incorrect.
Instead, static or expanding solutions are both reached
through mathematical analysis, and solutions to the

3+1-dimensional theory do not collapse under their
own gravity, or have horizons like the full-fledged tendimensional version. The article, which is the most
recent of all literature I’ve perused, ends with: “Thus,
in situations where the energy is high enough to access
these alternative topologies, our intuition about gravity
derived from stellar models is inadequate, and we need
a new perspective on the behavior of space-time and
matter.” The question remains as to whether string theory
can claim to be that elusive perspective or if we need
something entirely new.
In sum, the thorough research and investigation of
multiple viewpoints with regard to string theory revealed
additional facets of the theory that surprised me. Although
the theory presents itself with several absurdities, I was
able to mentally process them by sitting through lectures
and reading the literature with an open mind. My final
stance remains all-inclusive: the theory is viable but
extremely difficult to verify with current experimental
methods. The fascinating theoretical background of the
theory made this article entirely worthwhile, regardless
of the somewhat indecisive position I still hold.
The research highlighted an aspect of science often
overlooked in the daily mechanics of implementation:
the power of bold ideas to affect the course of an entire
branch of science. !
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Password, Please:
An Exploration of Modern Security

A

s we attempt to make our lives
more convenient through internet
technology,
our
world
becomes
increasingly connected and dangerous.
We allow emerging technologies like
Amazon Alexa and Google Home to
listen to every word we speak in our
homes so that we can change the music
on the speaker without pulling out a
phone, or so that we can order toilet paper
without going to our laptops. These very
technologies, like connected cameras and
smart devices, contain insecurities which
led to major internet outages in October
2016. Devices with unchanged factoryset passwords were leveraged to send
millions of requests to a central internet
routing service, taking down large sites
like Twitter, GitHub, and Spotify to name
a few.
It is common sense to bolt our doors at
night and securely lock our home safes,
but we often place technologies with
open and insecure internet connections
on the same networks as our home Wi-Fi.
You might think the equivalency of these
actions is silly, but that very ignorance in
the domain of cybersecurity leads to a
majority of internet users not even realizing
how easily their bank accounts could be
drained or how quickly their most private information
could be made public. Losing your phone may seem like
an innocent, inconsequential act, but if someone can
manage to ascertain your 4-digit passcode, your bank
account may be compromised through applications like
Venmo or Square, or even more maliciously, with access
to your email app, someone may reset the password to any
and every account connected to that email. If this sounds
far-fetched to you, think of the number of times you have
typed your phone password in a public place or near a
security camera, and who may have been watching.
As we can see, a majority of our daily digital life is
subject to infiltration and manipulation, and all our security
essentially revolves around one idea: the password.
Whether browsing the internet on a secure connection, or
gaining access to private accounts, we rely on passwords
in one form or another to make sure our information stays
ours. Understanding the intricacies of how information
22

travels the web and what it means for passwords to be
“hack-able” or not allows the common user to protect
themselves and understand the vulnerabilities of their
information.
Given these vulnerabilities, what distinguishes a secure
and an insecure internet connection? Essentially, there
are two common ways to access a website when typing
the address: the prefixes http:// and https://. The http in
both stands for Hypertext Transfer Protocol. These prefixes
tell your browser how to access the data. Any site that
is being accessed with http:// sends data via the HTTP
protocol, which generally means the data is sent as-is from
the browser to the web server and vice versa. A general
guideline for internet usage is to never submit a password
on a website you have accessed only by HTTP. If the
website you are visiting, however, is prefixed by ‘https://,’
the data interaction is done over a protocol called HTTPS
or HTTP Secure.
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HTTPS uses a concept called public-key encryption
to secure data being transmitted over the internet. Public
key encryption allows us to send data so that, just in case
someone ‘listens in,’ they cannot see the actual data itself.
Say I typed my password into Facebook, and Facebook
was using HTTP to communicate with my browser:
anyone who has access to the Wi-Fi network I’m on
could see my password just as I typed it. However, with
public-key encryption, Facebook has randomly generated
public and private ‘keys.’ My browser takes the public
key, which is simply a string of numbers and letters, and
changes the value of my password in such a way that only
Facebook, with its private key, that only it has access to,
can decipher the value of my sent password. This concept
of public and private keys also allows Facebook to
securely communicate its data back to me, where I have
my own public and private key. The idea of public key
encryption is fundamental to modern cryptography, and
how to effectively generate the keys so that they cannot be
hacked leads cryptography research in many directions.
Modern encryption methods that are widely
implemented include the RSA and elliptic-curve
cryptosystems. Many of the ways you send data, including
text messaging, is done using RSA. These methodologies
for encryption essentially rely on having mathematical
functions that are hard to invert. For example, RSA keygeneration calculates the product of two large prime
integers where there is no known, efficient algorithm
for inverting that calculation that can run on a modern
computer. Which means that given an encrypted
password, it is incredibly difficult using modern machines
to figure out what the private key for decryption is.
Hence, the limitations of computational power of
contemporary machines guarantees the security of your
password. Though, as research in computing machinery
and algorithms progresses, we enter an age where quantum
computing is becoming a reality. Quantum computing,
since it relies on different fundamental principles than
normal computing, poses a threat to these encryption
processes. For example, an algorithm developed by MIT
professor Peter Shor in 1994, which relies on quantum
computation, factors large numbers immensely quicker
than current, classical computers allow. In doing so, rather
than taking billions of years to crack RSA, a quantum
computer can theoretically do it in days.
Either way, given the trend in research it is plausible
that that within a couple of decades such a technology
will exist, which is why internet companies like Google
have begun to test new methods of quantum-computing
resistant encryption, such as lattice encryption, for which
these threats are not as pertinent. However, as we live
your RSA encrypted data lays dormant on internet servers,
waiting to be decrypted.
Returning to the public-key example, when Facebook

receives my password and they decrypt it, they then have
to somehow check if that password is correct. This process
is called password hashing. When you originally create
your account, the value of your password is changed
using a method called a key-derivation function, which
attempts to create a ‘hashed’ value of the password which
cannot be transformed back to the original. This hashed
password is then stored on the web server, or a separate
database. When you attempt to login, the attempted
password is transformed using the same key-derivation
function, and if it matches the stored hash value, you gain
access to your account, so your password itself is actually
never stored.
The choice of key-derivation function is thus incredibly
important. Certain functions, notably md5, are solved.
That is, any md5-hashed password can be transformed
back to its original value. There are notable secure hashing
functions such as argon2, and similar functions such as
bcrypt and pcrypt are equally suitable for hashing. Even
organizations such as the National Institute for Standards
have advice for a password function to use. Yet, a very
secure password-hashing function can be incredibly
slow to compute. Thus, many sites will not require users
to update their passwords upon implementing a new
hashing, or will even use insecure hashing methodologies
to save computation time.
“Uh-oh” is right. Once you give a website or
application your password, they have minimal obligation
to store it securely. Consequentially, it’s important to
update your password often and to be creative with your
choice of password. The more common your password
might be, the easier it is to crack, and not just guess.
Cracking methodologies will leverage commonly used
passwords to make educated guesses. It is pivotal to vary
your passwords from site to site as well, as one cracked
password might mean all of your accounts may be
compromised. Setting secure passwords on smart home
devices obviously becomes critical as well, as those
devices can have access to very sensitive information
about private life.
In fact, the very attack which leveraged insecure
passwords on smart home devices is the same type of
attack often used to gain access to databases of hashed
passwords on web servers. The attack is called a DDoS,
or distributed denial of service, which uses a network
of Internet connected devices to perform an exorbitant
amount of requests to a specific server. When the server
crashes, the attackers can gain access as the server
becomes vulnerable to infiltration upon resetting and
restarting.
The state of online insecurity hopefully communicates
the importance of securing your devices and accounts,
not only for your own benefit, but as a member of the
online global community. !
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